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—  WHPQ1)Ztrue, HP(n)f&true = P(n+1)7&true
—  IBAP(n)R A B2 true
ey =y R EI NS
—  HEQ1)ZEtrue, HQ(1).....Qn)#ERZtrue > Q(n+1)Etrue
—  HBAQn)Xt Fr A nfil Ztrue
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—  AP(N)HN “Q(1).....Q(n)ESEtrue” : BXIEQ(n)XT BT A n#lZtrue, BIHUEP(n)X BTA n#l/Etrue
— Base case: Q(1)s&true = P(1)/&true

— Induction: P(k)7&true = Q(1)......Q(K) & /&true = Q(k+1)/Ztrue = Q(1)......Q(k+1)#F Ztrue = P(k+1)
Ztrue =2 P(n)XTPT A ndl &true
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—  2Q(n)N “P(n)s&true” : AKUEP(N)X BT A n#hZtrue, BIUEQ(n)X BT A nfllEtrue
— Base case: P(1)s2true = Q(1)s&true

— Induction: Q(1)......Q(k)/&true =>Q(k) Etrue = P(k)/Z&true = P(k+1)s&true = Q(k+1)/Z&true = Q(n)
XT AT n#f & true
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— WRFN2: RIN2=01, TMN3=-1, PREN= -1, T2 pREHERRN+1A
N2-N+1, Blgcd(N+1,N2-N+1)>p, T HIN2-N+1=(N+1)(N-2)+37] 4]
gcd(N+1,N2-N+1)=gcd(N+1,3)<3, Frllp<3, Blp 283, {H &, HN
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e k=jg+r
relationship between gcd(j,k) and gcd(r,k)?

* gcd(j,k)=gcd(r,j)
=2 j=x;gcd(r,j), k=x,gcd(r,j)
LA K r=x,gcd(r,j)
-> ged(r,k)=gcd(x,x,)gcd(r,))
- gcd(r,j) | ged(r k)
Hllged(j,k) | gcd(rk)
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SoF B 25 8H N 2% (private/symmetric key cryptography)
I BN %5 (public/asymmetric key cryptography)

CUPEFPASE:
A AP ?
fREEVC T — Mgt T 3, 255 P BP0 sl is 2
— Because symmetric key algorithms are nearly always much less
computationally intensive than asymmetricones, itis common to

exchange a key using a key-exchange algorithm, then transmit data
usingthat key and a symmetric key algorithm.
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1. Selectatrandom two large prime numbers p and ¢ such that p # ¢. The primes
p and ¢ might be, say, 1024 bits each.
2. Compute n = pq.
3. Select a small odd integer e that is relatively prime to ¢(n), which, by equa-
tion (31.20), equals (p — 1)(g — 1).
4. Compute d as the multiplicative inverse of e, modulo ¢(n). (Corollary 31.26
guarantees that d exists and is uniquely defined. We can use the technique of
Section 31.4 to compute d, given e and ¢(n).)
5. Publish the pair P = (e, n) as the participant’s RSA public key.
6. Keep secret the pair § = (d.n) as the participant’s RSA secret key.
sy e
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P(M)= M mod n
S(C) = C9 mod n
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