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Given an element b in Z,, what can you say in general about the possible number of
elements a such that a-, b= 1 in Z,,?
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Given an element b in Z,, what can you say in general about the possible number of
elements a such that a -, b =1 in Z,,?

AT AT PR R T ERe g BAS H T RS 18 ?
— W% gcd(b,n)>1: FAFa
— Wged(b,n)=1: HHHRA—"a

If an element of Zy has a multiplicative inverse, then st has exactly one moerse.

A number a has a multiphcative inverse in Z,, if and only if thers are integers z
and y such that axr + ny - 1.

Two positive integers j and k have greatest common divisor 1 (and thus are
relatively prime) if and only if there are integers x and y such that jx + ky=1.
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Either find an equation of the form a -, z = b in Z;, that has a unique solution even though
a and n are not relatively prime, or prove that no such equation exists. In other words,
you are either to prove the statement that if a -, x = b has a unique solution in Z,,, then a

and n are relatively prime or to find a counter example.
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Either find an equation of the form a -, x = b in Z, that has a unique solution even though
a and n are not relatively prime, or prove that no such equation exists. In other words,
you are either to prove the statement that if a -, x = b has a unique solution in Z,,, then a
and n are relatively prime or to find a counter example.
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Lem 2.13 | , q. ¢ posit +r cd(7, k) = ged(r, j
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Lem 2.13 Ifj. k., q. and r are positit egers ) that k = jq + r then ged(3, k) = ged(r, 7)

o HRFAHBRIABVIAATHE BT A RS R 1k ?

o JEMG IR AR H ecd(210,126), FESR L —HrfllsfHi15
210r+126s=gcd(210,126)

2415 — M5-2 4 525 105 — 525 + (—1) - 420

945 — 525 - 1 4 420 525 + (—1) - [945 + (—1) - 525]
525 — 420 -1+ 105 2.525 + (—1)- 945

420 — 105 -4 4 0. 2. [2415 4 (—2) - 945] + (—1) - 945

2.2415 4 (—5) - 945.
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Bob and Alice want to choose a key they can use for cryptography, but all they have to
communicate is a bugged phone line. Bob proposes that they each choose a secret number,
a for Alice and b for Bob. They also choose, over the phone, a prime number p with more
digits than any key they want to use, and one more number g. Bob will send Alice bg mod
p, and Alice will send Bob ag mod p. Their key (which they will keep secret) will then be
abg mod p. (Here we don’'t worry about the details of how they use their key, only with
how they choose it.) As Bob explains, their wire tapper will know p, ¢, ag mod p, and bg
mod p, but will not know a or b, so their key should be safe.

Is this scheme safe, that is can the wiretapper compute abg mod p? If so, how does she do
it?
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Bob and Alice want to choose a key they can use for cryptography, but all they have to
communicate is a bugged phone line. Bob proposes that they each choose a secret number,
a for Alice and b for Bob. They also choose, over the phone, a prime number p with more
digits than any key they want to use, and one more number g. Bob will send Alice bg mod
p, and Alice will send Bob aq mod p. Their key (which they will keep secret) will then be
abg mod p. (Here we don’'t worry about the details of how they use their key, only with
how they choose it.) As Bob explains, their wire tapper will know p, ¢, ag mod p, and bg
mod p, but will not know a or b, so their key should be safe.

Is this scheme safe, that is can the wiretapper compute abg mod p? If so, how does she do
it?

Alice says “You know, the scheme sounds good, but wouldn’t it be more complicated for
the wire tapper if I send you ¢* mod p, vou send me ¢” (mod p) and we use g*® mod p as
our key?” In this case can you think of a way for the wire tapper to compute ¢* mod p?
If g0, how can you do it? If not, what is the stumbling block? (It is fine for the stumbling
block to be that vou don’t know how to compute something; you don’t need to prove that
you can’'t compute it.)
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